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O

Subject:  Cyber Security

Summary statement:

Cyber attacks and threats are one of the biggest challenge organisations, like WYPF, face 
today.  Cyber attacks in recent times have become more specialised and criminals are 
focusing now on using deceptive techniques to target individuals. 
 
This growing trend of attacks have resulted in significant damages to organisations that 
not only includes financial losses and operational disruptions, but also significant 
reputational damage. In the light of current regulation (e.g. the new General Data 
Protection Regulation), these risks become particularly relevant for organisations that store 
financial information and personal identifiable information about individuals, as is the case 
for WYPF.

Cyber readiness of WYPF (led by Bradford Council) is therefore vital in aiding the ability to 
detect, prevent, contain and respond to evolving threats in the digital environment, which 
have had a severe effect in similar institutions

Recommendation

It is recommended that the report is noted.  

Rodney Barton                                                               Portfolio
Director

Report Contact Yunus Gajra                              Overview & Scrutiny Area
Phone: (01274) 432343
Email:Yunus.gajra@wypf.org.uk



1. Background

1.1 Cyber-attacks in the UK have risen by 300 per cent in 2017 compared with a 151 per 
cent increase worldwide. In addition, National Crime Agency figures showed that 
Ransomware attacks – where businesses or individuals have to pay to get their data 
back – have also increased.

1.2 Cyber security consists of technologies, processes and controls designed to protect 
systems, networks and data from cyber attacks.  Effective cyber security reduces the 
risk of cyber attacks and protects against the unauthorised exploitation of systems, 
networks and technologies.  

2. Why is cyber security important?

2.1 With the EU GDPR (General Data Protection Regulations) now in force, 
organisations could be faced with fines of up to €20 million or 4% of annual global 
turnover for certain infractions. There are also non-financial costs to be considered, 
such as reputational damage and loss of customer trust.

2.2 Cyber attacks have become more sophisticated with attackers using an ever-growing 
variety of tactics to exploit vulnerabilities, such as social engineering, malware and 
ransomware.

3. What are the consequences of a cyber attack?

3.1 Cyber attacks can disrupt and cause considerable financial and reputational damage 
to even the most resilient organisation like WYPF.  If we suffer a cyber attack, we 
stand to lose assets, reputation and business, as well as, potentially, fines and 
litigation.

4. Types of cyber security threats

4.1 Ransomware
One of the fastest growing forms of cyber attack, ransomware, is a type of malware 
that demands payment after encrypting the victim’s files, making them inaccessible. 
Paying the ransom does not guarantee the recovery of all encrypted data.

4.2 Phishing
Phishing attacks are continually on the rise. Often indistinguishable from genuine 
emails, text messages or phone calls, these scams can inflict enormous damage 
organisations.

Bradford Council captures and blocks approximately 65,000 spam emails each 
month to prevent them from arriving in inboxes but the originators of these types of 
email are constantly evolving their methods and despite us being up to date with the 
latest IT security systems and filters occasionally staff may still receive one. Some of 
these emails are easy to identify because they have odd looking subject titles or 
sender email addresses, however, some spam emails are less easy to detect and 
even when opened can look legitimate.

https://www.itgovernance.co.uk/data-protection-dpa-and-eu-data-protection-regulation


4.3 Malware
Malware is a broad term used to describe any file or programme intended to harm a 
computer, and encompasses trojans, social engineering, worms, viruses and 
spyware.

4.4 Social Engineering
Social engineering is used to deceive and manipulate victims to gain computer 
access. This is achieved by tricking users into clicking malicious links or by physically 
gaining access to a computer through deception.

Attached at Appendix A is a report from a project carried out on behalf of Bradford 
Council by Coventry University to assess the cyber security readiness of the Council 
by conducting a vulnerability testing exercise that targeted cyber awareness of the 
workforce and their ability to make informed decisions when dealing with potential 
cyber security tests. The findings from this project demonstrate that businesses and 
councils are increasingly susceptible to cyber attacks by social engineering 
techniques.

4.5 Outdated Software
The use of outdated (unpatched) or unsupported software (e.g. Microsoft XP) opens 
up opportunities for criminal hackers to take advantage of known vulnerabilities that 
can bring entire systems down.

4.6 Vulnerabilities in web applications and networks

Cyber criminals are constantly identifying new vulnerabilities in systems, networks or 
applications to exploit. These activities are conducted via automated attacks and can 
affect anyone, anywhere

5.0 Elements of Cyber Security

5.1 Application Security
Web application vulnerabilities are a common point of intrusion for cyber criminals. 
As applications play an increasingly critical role in business, organisations urgently 
need to focus on web application security to protect their customers, their interests 
and their assets. WYPF’s applications are thoroughly tested and access is by user 
registration and passwords.

5.2   Information security
Information is at the heart of our business, whether it’s business records, personal 
data or intellectual property. ISO 27001:2013 (ISO 27001) is the international 
standard that provides the specification for a best-practice information security 
management system (ISMS).  WYPF has started work towards gaining accreditation 
for this standard.

5.3  Network Security
Network security is the process of protecting the usability and integrity of your 
network and data. This is usually achieved by conducting a network penetration test, 
which aims to assess our network for vulnerabilities and security issues in servers, 

https://www.itgovernance.co.uk/iso27001
https://www.itgovernance.co.uk/iso27001
https://www.itgovernance.co.uk/external-network-penetration-test
https://www.itgovernance.co.uk/external-network-penetration-test


hosts, devices and network services.  Regular installation of patches is done by 
Bradford Council to ensure that any bugs are fixed. WYPF has successfully carried 
out penetration testing on our systems.

5.4 Business Continuity Planning
Business continuity planning (BCP) involves being prepared for disruption by 
identifying potential threats early and analysing how day-to-day operations may be 
affected. WYPF has a full BCP in place.

5.5   End-user education
Human error remains the leading cause of data breaches, Bradford Council has a 
number of IT policies in place to ensure that every employee is aware of the potential 
threats they face, whether it’s a phishing email, sharing passwords or using an 
insecure network.  Staff are required to undergo mandatory security training annually.

5.6 Investment in Infrastructure
Support for some of the equipment is due to expire by 2020 and it is vital that 
Bradford Council as well as WYPF make the necessary investment to ensure 
security risks are minimised.  Examples of equipment that are currently on the 
WYPF/Bradford Council schedule to be replaced are move from Windows Server 
2008 to Windows Server 2012 or 2016, and the upgrade of WYPF server hardware 
and infrastructure which is 5-7 years old.

Bradford Council have a programme to implement Windows 10 by 2020.  WYPF are 
involved as early implementers and have recently received some Windows 10 PC’s 
which we will be testing.  WYPF has identified servers that need replacing and are at 
an early stage of procuring replacement hardware.

5.7   Best practice
Appendix B gives some useful information on cyber security and best practice, most 
of which has been implemented by the Council but some for WYPF to consider and 
action. 

6 Recommendations

It is recommended that the report is noted.

7 Appendix 

Appendix A - Social Engineering
Appendix B - Bradford Council security update

https://www.itgovernance.co.uk/staff-awareness

